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Suspected or actual 
security incident 

identified

Immediately notify 
Information Security 
and Privacy Office

Immediately notify 
manager or 
supervisor

Review & 
process reports

Determine 
appropriate reporting 

entity

Social Security 
Administration 
(SSA) - Submit 
report to SSA 
within 1 hour

Internal Revenue 
Service (IRS) - 

Immediately submit 
report to IRS (not 

later than 24 hours)

Criminal Justice Information 
Services (CJIS) - Submit report 

to Local Agency Security 
Officer who reports to CJIS 
ISO once security incident 

confirmed

Other – Submit report 
to DHS|OHA 

Information Security 
and Privacy Office 

within 1 hour of 
notification

Submit report to the 
Office of the Chief 
Information Officer 

Cyber Security Services 
within 24 hours

Identify and require 
remediation

Track reporting 
entity’s required 

remediation

Other – DHS|OHA Information 
Security and Privacy Office  
submits report to DHS|OHA 

Chief Information Risk Officer  
within 24 hours of notification


